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TAPE BACKUPS MAY NOT BE ENOUGH!
by Larry J. Wolfe, CPA

Larry Wolfe is a vice president with Direct Link Software, Inc. of Deerfield Beach, Florida. In this
Alert he discusses eleven tips to avoid data disasters.

Recent experiences with hurricanes, earthquakes, floods, and fires have shown that tape
backups of important data may not be sufficient to ensure that you don’t have significant
business interruptions as a result of data loss. You probably rely more on your computer sys
tem(s) than you realize. Sooner or later you will need to use your backup tape. Murphy’s
Law will probably make it happen at a crucial time.

Here are eleven quick tips to ensure that your backup protection is adequate:
1. Make Full Backups — If at all possible, do a full backup. Most tape backup systems
allow you to save only files that have changed since the last backup. While this method
can save a lot of time creating the backup, it can make the restore process more cum
bersome and time-consuming. For example, if you have to restore your entire hard
drive, you will probably need to restore every tape since the last full backup.

Make sure that your application programs are also being backed up. Many people
do not back up their programs, e.g., word processing software, because they don’t
change and the original disks are still available. Even if the original disks are avail
able, reinstalling and reconfiguring the programs can take a lot of time.
2. Use the Verify Option — Almost all tape backup systems have the ability to verify that
the data written to the tape is correct. This process is generally done by doing the
backup procedure twice, once to write the data, another time to verify it. While this
doubles the backup time, it can provide valuable additional assurance that the data is
correct. If you are backing up at night, the additional time probably is not an issue.
3. Back Up Every Day — Get in the habit of backing up your data every day. If you
have a network, your file server is probably left on all of the time. You might as well
make it do some work at night. Virtually all tape backup systems allow you to back
up the data files at any pre-set time.
4. Test the Backups — Many companies have found that, while the backup process
appears to be writing to the tape, when the time comes to use the tape, there is
either no data on it, or the data is unusable. The only way to be certain that your
backups work is to test them on a regular basis. If your backup takes more than one
tape, make certain that you can restore from all tapes. Just because a file is listed on
the directory of a tape doesn’t guarantee that the file is actually there.
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5.

Use a Single Tape — Buy a tape system that can hold your entire hard drive(s) on
one tape. Larger tape backup systems are expensive, but compared to the cost of
reproducing lost data, they become very inexpensive. You will be more likely to
back up your system if you can do it all at once. Also, if you back up in the middle of
the night, you need a tape big enough to hold all of the hard drive. If you don’t
quite have enough room on one tape, selectively choose some directories (such as
program directories) to omit. If you do omit selected directories, make sure that
you manually back them up on a regular basis.

6.

Store Backup Tapes Off-Site — While off-site storage seems obvious, and is proba
bly stated in your procedures, it is often not done in practice. For extra protection,
consider a second off-site location for the weekly backups.

7.

Maintain a “Boot” Disk — If your computer has a complete hard disk failure, the
presence of a “boot” disk may save you a great deal of time. A boot disk allows you
to recreate all of the internal settings and disk files necessary to make your hard
ware operate properly. Without this capability, you may not be able to easily restore
from your tape drive. There are several utility programs that will create a boot disk
for you. One example is Norton Utilities.

8.

Permanently Save Some Tapes — It is important to permanently save tapes on a peri
odic basis. A common practice is to permanently save all of your data every month.
While this practice costs you the price of the tape, it is these tapes that are often
the most useful. For example, you may want a file you used a year ago that has long
since been erased. The only place to find this file would be on the permanent tape.

9.

Rotate New Tapes — If you save some tapes as permanent backups, you will need to
introduce new tapes into the system as tapes are removed to become permanent.
Use the new tapes in your daily backups and use older tapes for your permanent
backups. The reason for this is that tapes have a limited life. By constantly introduc
ing new tapes, the chance of a tape failure is lessened.

Additional tips for network users:
10. Logout Workstations — Make sure that all users have logged off of the network
before the backup process begins. Most tape backup systems are incapable of back
ing up files that are in use by a user. For example, if you have a time and billing
system that has one file for all client activity and someone leaves his or her com
puter logged into that file, it will not be backed up. “Pop-up” electronic mail
applications are especially susceptible to having open files that may not get backed up.
11. Backup Local Drives — If you keep important information on local (workstation)
hard drives, make certain that it is backed up regularly. It is easy to overlook the
hard drives on the workstations. You may be surprised to find what irreplaceable
information is there. Network software exists that allows you to backup local hard
drives from the server. One example of such software is MAP Assist from Fresh
Technology Group in Gilbert, Arizona.

A good tape backup procedure is only one part of a complete disaster recovery plan. The
Information Technology Membership Section is currently developing a practice aid that will
assist you to create a comprehensive disaster recovery plan. This practice aid is scheduled
for release in early Summer, 1993.

